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ABSTRACT

Cloud Computing is an agile, reliable, cost effeetand scalable method for delivery of computingd delivery
of data. End users access cloud based applicdatiomsgh a web browser or a lightweight desktop obite app while the
business software and data are stored on serveasramote location. Cloud Computing is an emergiogiputing
paradigm in which resources of the computing infteegure are provided as services over the Intefifas paper focus on
security issues and the countermeasures in clouthating storage. To keep sensitive user data centia against
untrusted servers, existing solutions usually applyptographic methods by disclosing data decrypkeys only to
authorized users. However, in doing so, theseisolsiintroduce a heavy computation overhead. Tapepeliminates the
computation overhead in countering the securitydssn cloud storage by using Kerberos authenticatiechanism and

address the need for moving to multi-clouds.
KEYWORDS: Clouds, Multi Clouds, Kerberos, Kerberos Realms

INTRODUCTION

The use of cloud computing has increased rapidipamy organizations. Cloud computing is a resoded&ery
and usage model, it means get resource(Hardwafeyagse)via network. The network of providing rescarris called
‘cloud’. The hardware resource in the ‘cloud’ seesualable infinitely and can be used whenever. €loamputing is an
emerging technology which play a vital role in effee implementation of a lower cost. Today’'s dymaenvironment of
changing needs require on demand location indep¢mdenputing services which include software, platf and scalable

infrastructure. The cloud computing can providehsaig environment for optimum utilization of resasc
Types of Clouds

In providing a secure cloud computing solution, ajan decision is to decide on the type of cloudb®

implemented. Cloud Deployment Models
Public Cloud

A public cloud is one which allows user’s to acctss cloud via interface using mainstream web beosuslt is
based on pay-per-use model, similar to a elegtritietering system. Public clouds are less secwae the other cloud
models because it places an addition a burden safring all applications and data accessed on thécpcioud are not

subjected to malicious attacks.
Private Cloud

A private cloud is set up within an organizatiomternal enterprise data center. It differs frora gublic cloud in
that all the cloud resources and applications asmaged by the organization itself, similar to in&®& functionality.

Utilization on the private cloud can be much maewse than that of the public cloud.
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Hybrid Cloud

A hybrid cloud is a private cloud linked to onemsore external cloud services, centrally managemiigpioned as a
single unit, and circumscribed by a secure netwdsiorid clouds provide more secure control of thgadand applications

and allows various parties to access informaticar tive Internet.
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Figure 1: Cloud Computing Map
Cloud Computing Delivery Models

Cloud computing can be categorized according tethypes of delivery models, namely Infrastrucase Service
(laas), Software as a Service(SaaS) and PlatforrSzsvice(PaasS).

Infrastructure as a Service(laaS)

laaS is a single cloud layer where the cloud compuvendor’'s dedicated resources are only sharetd wi

contracted clients at a pay-per-use fee.
Software as a Service(SaaS)

SaaS also operates on the virtualized and payg®costing model whereby software applicationdesased out
to contracted organizations by specialized Saa8orsrSaaS applications are accessed using webdnowsger the Internet
therefore web browser security is vitally importaiifeb Services(WS) security, Extensible Markup iege(XML)
encryption, Secure Socket Layer(SSL) and availapt®ns which are used in enforcing data protedtiansmitted over the

Internet..
Platform as a Service(PaaS)

PaaS works like laaS but it provides an additideal of “rented” functionality Virtual machineseaused. Virtual

machines must be protected against malicious a&tack
INFORMATION SECURITY REQUIRMENTS

Figure 2 describes various information securityunrements for both cloud delivery models and cldegloyment

models.
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Identification and Authentication

In cloud computing, depending on the type of clasdvell as the delivery model, specified users rfitstty be
established and supplementary access prioritiegpandissions may be granted accordingly. This m®de targeting at

verifying and validating cloud users by employirsgtnames and passwords to their cloud profiles.
Authorisation

It is an important information security to ensuegerential integrity is maintained. It is maintadnley the system

administrator in a private cloud.
Confidentiality

In cloud computing, confidentiality plays a majarpespecially in maintaining control over orgatimds data

situated across multiple distributed databases.

Integrity

ACID(Automicity, Consistency, Isolation and Duraty)) properties of the cloud’s data should withaudoubt be

robustly imposed across all cloud computing dejivaodels.
Non-Repudiation

Non-repudiation can be obtained by applying e-coromesecurity protocols and token provisioning tdada

transmission within cloud applications such astdigiignatures, timestamps and confirmation resesptvices.
Availability

The service Level Agreement(SLA)is the most impartdocument which highlights the availability inoad

services and resources between the cloud prowvideclgént.
Key Issues in Cloud Computing
*  Where is the data?
* Who has access to the data?
e What are the regulatory requirements?
e Whether the user have the Right to Audit?
* What type of training does the provider offer thainployees?
* What type of data classification system does tbhegiger use?
* What are the Service Level Agreement(SLA) terms?
* What is the Long-term viability of the provider?
* What happens if there is a security breach?

* What is the disaster recovery/Business contindand
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Cloud Delivery Ivlodels
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Figure 2: Cloud Computing Security Requirements
THREATS TO SECURITY IN CLOUD COMPUTING

The chief concern in cloud environments is to pdevisecurity around multi-tendancy and isolatiorveqi
customers more comfort besides “trust-us” idedmids.

Basic Security Issues

e SQL Injection Attacks: Are the one in which a malicious code is insertgd a standard SQL code and thus the
attackers gains unauthorized access to the datahdszan able to access sensitive information.

» Countermeasure: Avoiding the usage of dynamically generated SQLecagsing filtering techniques to sanitize
the user input etc.

Cross Site Scripting(XSS) Attacks

Which injects malicious scripts into web contents.

» Countermeasures:Active content filtering, Content based data leakagevention technology, Web application
vulnerability detection technology.

Man in the Middle Attacks(MITM)

k, an intruder tries to intrude in an ongoing casadion between a sender and a client to injesefalformation
and to have knowledge of the important data trarediebetween them.

» Countermeasure:Evaluation software as a service security, separadepoint and server security processes.
Network Level Security Issues
e DNS Attacks: A Domain Name Server(DNS) server performs the tedios of a domain name to an IP address.
Since the domain names are much easier to remetdbace, the DNS servers are needed. But thereasesc

when having called the server by name, the usebbas routed to some other evil cloud instead efdahe he
asked for and hence using IP address is not alfgagsble.

Countermeasures

Domain Name System security extensions reducesfiibets of DNS threats.
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« Sniffer Attacks: These attacks are launched by applications thatapture packets flowing in a network and if
the data is being transferred through these padketst encrypted, it can be read and there araceisathat vital

information flowing across the network can be tchoecaptured.

Countermeasures
A malicious sniffing detection platform based on PA&RAddress resolution protocol) and RTT(Round tiripe)

can be used to detect a sniffing system running network.

e Issue of Reused IP Addresse€tach node of a network is provided an IP addredshemce an IP address is
basically a finite quantity. When a particular useoves out of a network then the IP address agsdciaith
him(her) is assigned to a new user. This sometitis&s the security of the new user as there isr@icetime la
between the change of an IP address in DNS andehgng of that address in DNS caches.

» BGP Prefix Hijacking: BGP(Border Gateway Protocol) prefix hijackin isypé of network attack in which a
wrong announcement related to the IP addressesiategbwith an Autonomous systems(AS) is made amotdn

malicious parties get access to the untracealdeldifesses.
Application Level Security Issues

e Security Concerns with the Hypervisor: Cloud computing rests mainly on the concept ofualization. In a
virtualized world, hypervisor is defined as a colir popularly known as virtual machine manager(MMhat
allows multiple operating systems to be run onsiesy at a time, providing the resources to eachatipg system
such that they do not interfere with each. As nundi®@perating systems running on a hardware ugitiase, the

security issues concerned with those that of neavaiimg systems also need to be considered.

» Denial of Service Attacks:A DOS attack is an attempt to make the servicegrasd to the authorized users
unable to be used by them. In such an attack, éheess providing the service is flooded by a largenber of

requests and hence the service becomes unavdiabie authorized user.

Countermeasure

Intrusion Detection System is the most popular metthf defence against this type of attacks.

e Cookie Poisoning:lIt involves changing or modifying the contents obkie to make unauthorized access to an
application or to a webpage.

Countermeasure

This can be avoided either by performing regulaské® cleanup or implementing an encryption scheanettie

cookie data.

e Hidden Field Manipulation: While access in a web-page, there are certainsfidldt are hidden and contain the
page related information and basically used by ldpegs. However, these fields are highly prone toaaker

attacker as they can be modified easily and pastatie web-page. This may result in severe secuintgtions.

» Backdoor Attacks: A common habit of the developers is to enable #fgug option while publishing a web-site.
This enables them to make developmental changd®icode and get them implemented in the web-Sitece
these debug options facilitate back-end entry ¢éodievelopers, and sometimes these debug optiofsfaeaabled
unnoticed, this may provide an easy entry to a éaoko the website and let him make changes awiesite

level.
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Distributed DOS Attacks: DDOS may be called an advanced version of DOSringef denying the important
services running on a server by flooding the dastn server with number of packets such thatdhnget server is
not able to handle it. In DDOS the attack is rethjyiom different dynamic networks which have alnedben
compromised unlike DOS. The attackers have the pawveontrol the flow of information by allowing s@
information available at certain times. Thus theant and type of information available for publ&age is clearly

under the control of the attacker.

Countermeasure

Intrusion Detection System.

CAPTCHA Breaking: CAPTCHA's were developed in order to prevent thagesof internet resources by bots or
computers. They are used to prevent spam and apdgitation of network resources by bots. Even rthdtiple
web-site registrations, dictionary attacks etc byaatomated program are prevented using a CAPTCBA.
recently, it has been found that the spammers laeeta break the CAPTCHA, provided by the Hotmaitl G-

mail service providers.

Google Hacking: Google has emerged as the best option for findétgild regarding anything on the net. Google
hacking refers to using Google search engine thdamsitive information that a hacker can use sdbnefit while

hacking a user’s account.

KERBEROS AUTHENTICATION MECHANISM

To overcome all the attacks and the computatiomh@zel caused by the above solution the servicadms/must

allow only authenticated users Kerberos authemicahechanism is used.

Kerberos

Kerberos is an authentication service that enablesnts and servers/cloud service providers to bdista

authenticated communication.

Requirements

Secure:Kerberos should be strong enough to protect weikflom opponent.

Reliable: Kerberos should be highly reliable with one systiie to back up another.

Transparent: The client/user should not be aware that authdititaaking place, expect to enter a password for

login.

Scalable:The system should be capable of supporting largebeu of clients and service providers.

Kerberos Authentication Dialogue

This is the actual Kerberos protocol .Kerberos sieef

Authentication Server(AS): AS checks whether the user/client is authenticatedearching the user name and

password in the database. It provides ticket tesdGS.

Ticket Granting Server(TGS): The client who needs the service from the cloudiserprovider request service

granting ticket from the TGS using the ticket obéal from the authentication server.
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An efficient way of accomplishing this is to use emcryption key as the secure information. Thieferred to as
session key in Kerberos.
Figure 3 provides a simplified overview of the antiThe actions to be performed by Kerberos afellsvs.
Step I Client/User logs on to workstation and requestsise on cloud.

Step 2: AS verifies users access right in its databaseteseticket-granting ticket and session key. Resadé

encrypted using key derived from user’s password.
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Figure 3: Overview of Kerberos

Step 3 Workstation prompts user/client for password asés password to decrypt incoming message, thels sen

ticket and authenticator that contdient’s name, network address and time to TGS.
Step 4 TGS decrypts ticket and authenticator, verifexguest, then creates ticket for requested server.
Step 5:Workstation sends ticket and authenticator to serve

Step 6:Server verifies that ticket and authenticator matichn grants access to service. If mutual auttetion is

required, server returns an authataic
The dialogue is as follows,

Authentication Service Exchange: to obtain ticketrging ticket
(1) C==2 AS | ID ¢||ID s|[TS:

(2) AS == C | E(K¢,[K ¢sllID gs|ITS: ||Lifetime | Ticketig])
Ticketgs= E(Kgs, [K ctgs/[ID c||AD ¢ [[ID 15|[ TSz ||Lifetime )
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Ticket-Granting Service Exchange: to obtain sergianting ticket

(3) C =2 TGS | ID ,||Ticketys||Authenticatok
(4) TGS — C E( K c,tgs» [ K c,v”ID v ”TS4 ”TiCketv])
TiCkettgs: E(K tgs [K c,tgs”ID Cc ”AD Cc ”ID tgs”TSZ ||Lifetime2])

Ticket, = E(Ky, [K ov|ID c|JAD ¢ || 1D ||TS4]||Lifetime.])
Authenticator,= E(K ¢, [ID ¢|JAD ¢||TSs])

Client/Server Authentication Exchange: to obtairvise

(5)C=—V Ticket, ||Authenticatog
6)V =—2C E( K¢y, [ TS5+ 1]) (for mutual authentication)

Ticket,= E(K, [K cv||ID¢||JAD ¢|| ID||TS4[|Lifetime,])
Authenticator,= E(K ¢ ,[ID ¢[|AD ¢||TSs])

where
C = client
AS | = authentication server
\% =service provider
ID ¢ identifier of C

IDy identifier of V

ID i | = identifier of TGS

AD ¢ | = network address of C
K. | = secret encryption key shared by C and |V
K g | =Secret encryption key shared by C and TG

The steps are
Step 1:Client requests AS to access TGS.

Step 2:Now AS responds with a message encrypted withyalkeved from the user’s passwordjKhat contains
Tickegsand session key s So the user C can only able to read this mesJdgeTickefysis encrypted by

Kgs This Ticketys is reusable per user logon session.

Step 3:C requests TGS to obtain service granting tickkis Tequests consists of I Ticketgs and Authenticatey:

This authenticator is not reusable laasla very short lifetime and encrypted by K

Step 4: TGS responds to C, to issue Tickefior access server V, encrypted withclg, The Ticke} consists of

session keyk .

Step 5:Now the user C sends the request to V to obtairicee This request includes Tickedand Authenticates

(which is encrypted using.K)

Step 6: For mutual authentication, the a ender V sendessage to C which is the value of timestamp froen th

authenticator incremented by 1 andygried with the session key K.

In steps land 2,the session key {has been securely delivered to both C and the TiGSep 3 and 4,the session

key K. , has been securely delivered to both C and Server V

All of the messages from step 1 through step 6Gtinsestamp and lifetime values to prove that the sagss is

timely and not expired.
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MULTICLOUDS

Dealing with “single cloud” providers is becomirgs$ popular with customers due to potential problsuth as
service availability failure and the possibilityatithere are malicious insiders in the single cldodecent years, there has

U INTH

been a move towards “multi-clouds”, “inter cloud”“aloud-of-clouds”.
To provide authentication in multi-clouds Kerberealms and multiple kerberi are used.
Kerberos Realms and Multiple Kerberi

A full service Kerberos environments consistingaoKerberos server, a number of clients and a number

application servers requires the following,

e The Kerberos server must have user ID(UID) and dthgfassword of all participating user in its dasabaAll
users are registered with the Kerberos server.

» The Kerberos server must share a secret key with server. All servers are registered with the €esb server.

Such an environment is referred to as a Realm. dl&swvof clients and servers under different adriaiive
organizations typically has different realms. Tiserin one realm may need access to server in oghbn. Some servers

may be willing to provide service to users fromasttealms provided that those users are authegticat

Realm A
Kerberos
Client

Realm B

Figure 4: Request for Service in another Realm

(1) C - AS ID|IID 14¢l I TS1

(2)AS-C E(Ke, [ K cgsll1D tgs|[ TSz ||Lifetime || Ticketigs])

(8)C TGS I Dgsrem| [ Ticketyys||Authenticatog
(4) TGS—) C E( K:,tqs' [ K c,tqsrerr”ID t_qsrem”TS4 ” TiCkettqsrem])
(5) C - TGSty | ID yreml[Ticketysrem||Authenticatog

(6) TGSrerr —C E( K c,tgsrems [ K c,vrem”ID vrem”TSS ” TiCkEtvrem])
(7) C > Viem Ticket yem||[Authenticator
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CONCLUSIONS

A new approach is proposed that resolve secussiyeis in cloud computing storage. It eliminatesdbeputing

overhead caused by other cryptographic methods. thisdpaper describes the reason for moving framglsi cloud to

multiclouds. And the same Kerberos approach is @isedulticlouds. And hence the computing overh@adountering

security issues in cloud computing storage is miirgch
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